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Abstract— Cloud computing is the intelligent framework that
offers viable and minimal effort computation on demand as a
support of end users. It is made possible by utilizing network
computation and outsourced storage easily of share and
process utilizing some third party infrastructural resources.
Security is critical element of any cloud based application and
plays vital role in picking up the trust of its consumer towards
safe access of services. It covers all beginning with
authentication, access control, privileges taking care of,
integrity, confidentiality and malicious use protection. Data
sharing is getting exponential prominence for extensive user
groups, organizations and businesses towards getting bigger
profits and lessened managerial difficult. into another
developmental designs and wonders. One of such system is
cloud computing who had demonstrated huge enthusiasm of
users. Alongside advantages there are a few issues connected
with it additionally and had rouses researchers to build up the
solution for them. Starting now the computing difficult and
the time based computing is changing along these lines to have
finish and trusted solution these issues should be understood
so as the causes which hinders the cloud development can be
expelled. Let us begins with the model hence in cloud we have
no less than three actors: user who uploads the data, user who
brings the data securely and the storage server who produces
and holds temporary files. The work[17] proposed a novel
security communication process for cloud environment
utilizing authentication, encryption, integrity and self
destruction or auto removal of temporary files. The
recommended system will likewise controls on temporary file
era and removal so if there should be an occurrence of
unintentional data releases the system is equipped for ensuring
the sensitive information of the users. In this work we are
trying to evaluate the work[17] by extracting results from the
prototype on different performance criteria.

Keywords— cloud, secure, sharing, integrity, privacy
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1. INTRODUCTION

Cloud computing is the logical framework that offers
effective and low cost computation on demand as a service
to end users. It is made feasible by using network
computation and outsourced storage with ease of share and
compute using some third party infrastructural resources.
All of these services are countable and measureable so as to
achieve cost effective pay per use modelling. All of these
interactions requires high end management of multiple
instances for different users using virtual machines and
provides isolated services and their settings for user. It
serve the purpose of demanded computation as cost
effective services. Apart from the benefits the cloud suffers
some of the problems associated with migration of security
constrains from formal to informal computation using
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different service models. It is a layered multi-tenant model

that offers dynamic  scalability in virtualized

environment[17].

Cloud also offers data storage at third party servers and
data centers using service providers. They will pay a
important role in managing and storing the data and their
respective policies. As it was facilitative for user as
someone is taking care for your data and controls but
somewhere it is high risk that your data is open to even
provider itself and he can take a look over any sensitive
information you have placed in your account. Thus to make
the system more reliable client needs to make some security
trusted deals with its data. The actual deployment of cloud
computing services is not reliable as they claim because the
existing security model doesn‘t work after migration of
services to clouds[17].

Security is another dimension in cloud which needs to
be looked and handled according to the arisen situations.
Entire service stack of cloud must be monitored to get
secure solution deliverables before making it open to all.
Many different organizations may be involved in providing
infrastructure and application services, which increases the
risk of misalignment. Any sort of malfunctioning of cloud
service stack included network modelling and exchanges
causes high security breaches with open control can
completely destroys the applications and their data. Thus to
reduces its negative impact the customers should evaluate
how their service provider operates and understand the
underlying infrastructure and platforms of the service as
well as the actual applications[17].

Requirements for Security
Security is very important feature of any cloud based
application and plays vital role in gaining the trust of
its consumer towards safe access of services. It covers
all starting with authentication, access control,
privileges handling, integrity, confidentiality and
malicious use protection. For formally counting the
requirements the major player of security will take
following things into account[17].

e Privacy: This construct deals with protection of users
personal profiling and other sensitive information along
with its account protection. Here the privacy keeps in
concern about the user, owner and the retriever.

e Data Confidentiality & Integrity: It deals with
protecting the data of wusers and serves the
trustworthiness of the system. The outsider will only
store their crucial and sensitive files at third party
location when they feels assured of having high
protection then local machines. Similarly, concerns
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about confidentiality (who can see the data) and
integrity (who can modify the data) are important to
include in any evaluation. Generally, the more access
points to the data, the more complicated the risk profile
creation  process. Although many regulatory
frameworks focus on confidentiality, others, such as
Sarbanes-Oxley focus almost exclusively on the
integrity of data that is used to produce reports
financial statements. To satisfy these requirements
cryptographic  standards are the well known
phenomenon. The main challenges for cryptographic
methods include simultaneously achieving system
scalability and fine- grained data access control,
efficient key/user management, user accountability and
etc[17].

e Secure data destruction or erasure: Many
organizations have policies that require data to be
deleted when it is no longer needed any more, or after a
fixed interval. At times, these policies mandate that
data deletion be attested to, which may take the form of
a statement that the data has been destroyed in a
manner that prevents its reconstruction?

e User Revocation: When a user is revoked access rights
to data, that user should not be able to gain access to
the data at any given time. Ideally, user revocation
should not affect other authorized users in the group for
efficiency purposes.

e Scalable and Efficient: Since the number of Cloud
users tends to be extremely large and at times
unpredictable as users join and leave, it is imperative
that the system maintain efficiency as well as be
scalability[17].

e Collusion between entities: When considering data
sharing methodologies in the Cloud, it is vital that even
when certain entities collude, they should still not be
able to access any of the data without the data owner’s
permission. Earlier works of literature on data sharing
did not consider this problem, however collusion
between entities can never be written off as an unlikely
event.

This Paper deals with developing a novel approach for

robust security in cloud computing by achieving high data

confidentiality, integrity, access control and secure deletion.

Later section of this paper covers background, literature,

problem definition, proposed solution, benefits and

conclusion[17].

1. BACKGROUND

Data sharing is getting exponential popularity for large
user groups, organizations and businesses towards getting
larger profits and reduced managerial burdensome. One of
such platform which offers high end support and optimized
cost is cloud computing. Significantly the cloud offers all
the features that are provided by any traditional computing
and gives value added benefits to its consumer. It is now of
high demand that more and more peoples are going for
cloud based data sharing. Along with optimized cost,
reduced burden and less management problems associated
with cloud computing, security is the major benefits. It
increases productivity, ease of access, professional feel and
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deliberative support for runtime issues. Data sharing in
cloud requires some of the preliminary understanding to
serve better towards fulfilling its objectives. The user must
be assured about its benefitted actors form his sharing and
feels confident about data security. The data and its
ownership is non transferable but its privileges can be
modified dynamically according to its owner. Even the
providers have no access over the data of user followed by
privacy policies. All it aims to stop unauthorized access of
data at any given time. It should also cover the privacy,
confidentiality, access control and integrity rules and
assures complete and secure deletion of temporary residues.

[17]

Development of security solution requires clear
understanding of possible attack interfaces. Thus cloud
should also provides protection against various attacks such
as CSS, XSS, DOS, Law enforcement, Data Theft,
Modifications, Flooding etc. Cloud computing offers
abstracted service using virtualized and scalable
environment through chain of providers which is more
vulnerable to attackers. Sharing for data in such untrusted
network may also causes attacker to change the data or
affects it in some manner hence it should also kept in mind.
In last few years various security services and controls had
been suggested for web based solution and services but are
they capable of serving same objective with cloud
environment is the major question today. Let us have a look
over role of different security standard over cloud and will
understand how to use them for developing a robust
approach.

Role of Security Primitives

1) Access Control and Authentication Using Hash
Function: As this primitive will work as first
interaction of user to the system. By providing genuine
credential the users gets authenticated for using the
cloud service. In some cases the malicious users may
get the access information of genuine user and hence
gets malicious access to the system then the solution
must be capable of removing such users. Hash function
is one of the most important primitive which was
dealing with these problems using their one way
property. Majorly the hash algorithms include Message
Authentication Codes (MAC) and Message Digest
(MD) algorithms. We can also apply here the fine
grained access control mechanism for further
improving the security and gives the users privileges
based on their behavioral characteristics.

2) Data Confidentiality = Using  Cryptographic
Standard: Confidentiality deals with the protection
and security of user’s important data and let them
convert it into certain format which is unreadable to
user during the exchange or in unprotected
environment it derives no informative relations.
Majorly it covers the way or rules to define who can
see the data and its sustaining information. It is
achieved using cryptosystems which convert the open
text into some unreadable symbols or text. Majorly
they are parted into symmetric or asymmetric. But
considering the cloud scenarios asymmetric algorithms
will proves as better option.
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3) Integrity Using Message Digest Standard: While the
integrity constraints show that the data must be in its
original state before and after transmission. Thus if
someone intentionally changes the data then the
integrity measurement digest is totally distorted and we
get which value is corrupted. Mainly it covers that
which users can apply modification to the copy of data.

4) Secure Deletion Using Vanish or Zero Residue
Protocol: All it needs data to be processed by various
nodes, has to traverse through various networks, stored
on different devices, work simultaneously on multiple
copies of data. After the usage period of data is over
along with its lifecycle, it should be removed from each
and every entity. Normally the lifecycle management
includes the production, transfer, use, share, and
archive and deleted. The information which is mainly
used and public will stays for longer phase and the data
with fewer use will detached more recurrently. But in
contemporary scenarios there are no such guidelines
obtainable for effective data demolition. It could be
named in several ways by different authors like
destruction, deletion, removal, decommissioning,
sanitizing, vanishing, disposal etc.

I1l. LITERATURE SURVEY

During the last few decades the computing
paradigm had changed into a new evolutionary designs and
phenomenon. One of such mechanism is cloud computing
who had shown massive interest of users. Along with
benefits there are some problems associated with it also and
had motivates researchers to develop the solution for them.
One of such area is cloud security.

In the paper [8] a study is presented that give an
inside view to cloud security evolution with high infancy. It
puts a statistical analysis of last two decades in involving
the cloud phenomenon. Researchers are paying high
attention to get better security primitives with cloud
computing so as the aim of with study. With literature we
have shown some papers and articles that had direct this
work to be completed efficiently. The organizations that are
moving their business and services towards cloud feel more
cost benefits and elastic offerings. The paper also gives
some of the security concerns of cloud like confidentiality,
integrity and data availability. The study is somewhere
guiding us in designing new secure services over cloud.

The paper [9] specifically considers the issues of
outsourced data environments along with its current
security solutions. Qutsourcing the data always reduces the
operational and management cost but increase the risk
associated with data theft. The paper presents a new
construct FADE for enhanced security though fine grained
policy based data access control and secure deletion. The
FADE is designed with taking the new cryptographic
constraints and independent key management consoles for
third party services. An implemented solution of FADE is
given with Amazon S3 to get empirical analysis of the
suggested  directions. The result shows minimal
performance and monetary cost overhead. The work
provides insights of how to incorporate value-added
security features into today’s cloud storage services.
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The paper [10] gives layered construct of security
model applied at stagnant situations with different
privileges iteratively. It emphasizes mainly on fine grained
data access control and flexibility to assure better services.
It makes the current access control more robust and relies
on high end computation with data confidentiality
algorithms. The paper proposes a model hamed as F2AC as
fine-grained, flexible and lightweight model for file storage
in cloud computing. IT depends on the tailored policies and
dynamically changing users groups according to their
security support. The approach covers the privileges
transitions and revocations with directed tree and linked
leaf model of data structure for implementing the real
situations and extensive analysis.

Security not deals with secure sharing but also
keeps a record of users file left temporary on different
working host which may mis-leaded or informally used by
the attacker to affect the system. Thus some of the
researchers had worked in tracking a removing these files
through some secure deletion approach. The paper [11]
proposes a new approach Vanish for secure deletion and
maintaining the number of copy records to assure the
integrity policies. The model covers the cryptographic key
controls, for P2P network along with distributed hash tables
to get the complete control of main and temporary files
generated during sharing. The implemented proof of Vanish
of VizDHT is benefitting several individuals and
organization in maintaining their data and files over third
party cloud storage nodes.

Carrying forward the above approach the paper [12]
puts a light on virtual implementation of these approaches
on real cloud. As of now the problem is to erase the
complete residues of file exchange and interaction from
networked storage and cloud resources. But it is quite
difficult to track such data. The paper suggested a model
which is based on different policy classes and protection
classes guided by deletion attributes. The implementation
constructs are presented with secure deletion policies in a
modular way to have tightly encrypted deletion. The model
and the construction unify and generalize all previous
encryption-based techniques for secure deletion. Finally,
the paper describes a prototype implementation of a Linux
file system with policy-based secure deletion.

In the paper [13] owners security constraints is
analyzed with a specific situation to give a trivial solution.
It says while exchanging the data if user applies encryption
then the data remains information- theoretically secure
against the malicious attackers and cloud providers.
Whenever the user wants to share its file then he sends the
key to other user who shows interest in getting access to
that file. Thus any member of the group is interested in
getting the complete access of that file must use its private
key to decrypt that data. But the approach is
computationally puts burden on user’s revocation each time
when key needs to be processed. With this approach each
user needs to manage a key register for accessing the data
and key when he makes modifications with the data. When
the data is re-encrypted, the primary user must distribute the
new key to the remaining users in the group. In this article,
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we review existing literature on methods of achieving data
sharing in the Cloud that is both secure and efficient

The paper [14] focuses on developing an efficient
solution for serving the cryptographic control for network
file system which is directing the solution for cloud
logically. It makes an comparison with some of the existing
approaches for developing the high confidentiality and
integrity based random access solution. The paper proposes
a novel design based on Message Authentication Control
(MAC) wusing universal hash tables. It gives drastic
performance improvements over existing approaches. The
paper also defines various security notions for proving the
applicability and results of the solution. It is service the
needs of both confidentiality and integrity using coreFS,
user network file system and proves their results on these
notions[17].

1V. PROBLEM DEFINITION

After studying the evolution of clouds security
approaches and linked direction for data confidentiality,
integrity, access control and complete deletion we have
found some of the issues which remains unaddressed. As of
now the computing burdensome and the time based
computing is changing thus to have complete and trusted
solution these issues needs to be solved so as the causes
which hinders the cloud growth can be removed. Let us
starts with the model thus in cloud we have at least three
actors: user who uploads the data, user who fetches the data
securely and the storage server who generates and holds
temporary files. Thus the points must be kept in serving
these roles is to keep the track of privileges, their flexibility
and lightweight nature towards resource consumption. All
the above process must be efficiently monitored and with
effective authentication control and key management
concerns [15].

(i)  The current solution is relying only on fulfilling the
objective and will not assure the performance factors
towards completing the task. As the number of users
with exchanges increased then the performance is
continuously degrading which affects the resources
and cost associated with the secure sharing
operations. Thus there must be some process which
works in background and assures the performance by
monitoring attributes and if their values are going
below a certain limit then stops the unnecessary
routines and blocks the users causing the problem.

(i) The system must be capable of identifying the

process which hinders the flow of cloud data and
affects the security. It will also keeps the track of all
integrity rules and policies followed and neglected
by the information exchanges and tag the process as
secure and unsecure so as to have clear view for user
[16].

The cryptographic content should be handled
separately than the normal file and hence the
approaches must be of asymmetric nature. The
overall process also be followed by some audit rules
to get point in time assessment.

The approach also assures the complete deletion of
all the metadata nd restudies of file after interaction

(iii)

(iv)

www.ijcsit.com

so that the malicious users on third party storage or
processing nodes may not be able to use it. Here the
user must be provided with some control along with
cryptographic process to restrict the boundaries of
data shared securely using the designed tool.

While drafting the solution finally we could say
that the approach must be capable of serving the access
control, integrity, data confidentiality and secure deletion
for complete security of data exchanges. The solution
should also be capable of storing the temporary keys and
integrity roots whoever worked on file for any time and
keeps along record for that.

V. PROPOSED SOLUTION
This work proposes a novel security interaction process for
cloud environment using authentication, encryption,
integrity and self destruction or auto removal of temporary
files. The approach works as interface between the storage
server cloud server and the user. Somehow the work is also
having close grip on access control using its fine grained
mechanism and robust key control. Here the key is stored in
temporary server with its metadata file containing the file id
for which the key stored is associated. [17]

The design of approach must have policy based
fine grained access control features in it because the cloud
environment is open to all and if users have to face the
uncertain situations then the trust over the system gets
reduced.[17]

With this development we are also suggesting the
tool which works in compatible with the existing cloud
tools. The suggested system will also controls on temporary
file generation and removal so in case of unintentional data
leaks the system is capable of protecting the sensitive
information of the users. [17]

Thus the situation is controlled even if the
malicious user obtains the copy of data which is made
persistent against or using the cryptographic primitives
accordingly. It is not relied upon any new external services
that need to be developed and deployed accordingly.

e Components Required
(i) CSP Server
(if) Authentication Server (Hash)
(iii) Cryptosystem Server (RSA)
(iv) Integrity Server (MD5)
(v) Destruction Server (Triggers)
(vi) Key Register Server (Key Manager)
(vii) Storage Server
Description

The process starts with sending the access request
to the system and verified using authentication approach.
The user sends request to the service provider for getting
the access to the system. The CSP server sends the
credential request to authentication server for hash
matching. Once the entered credentials are authenticated
then the server will generates two copies of authentication
tokens and sends the copy to user and the server. Once the
credential gets verified the sender or up loader can upload
the file which is passed directly to the encryption server.
Here for achieving the high and robust confidentiality the
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system is using public key cryptography by implementing
the cloud based solution of RSA cryptosystem.[17]

This cryptosystem is easy and having high
efficiency guided by integrity verifications, self destruction
and key management. The integrity constraints applied here
for checking the authenticity of data before and after
transmission. If the data is modified or altered then it can
only be detected by using digest based integrity checking
process. For that this work is using MD5 algorithm as
integrity checker phase. Before the data gets uploaded its
digest is generated which is attached with the transmitted
packets. For controlling the instances of data the wok is
using self or auto deletion triggering phenomenon. It aims
ion keeping the track of all intermediate data or files
generated for secure or any sort of exchanges. Once the role
or life of data gets finished then the associated triggers will
automatically gets activated and performed their assigned

AS

actions. The system is also managing the records of several
users and their files with key tracking so a separate key
management server is also required to hold the metadata
related to different sets of key for users and server. It works
a public key register and the users participating data
exchanges will use this. Once all the above process is
applied then the files gets stored securely to its storage
servers. Now when the user like to share this uploaded file
securely the he will allow sharing and the receiver have to
go through all the phase in reverse direction. Before getting
the access of shared files the user needs to presents its
private key for decrypting the file. Later on the integrity is
checked followed by destruction trigger. If all the
constraints are ok then only the files gets viewed or
downloaded by the receiver[17].
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www.ijcsit.com 451



Niti Jain et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 8 (3) , 2017, 447-454

V1. RESULT EXTRACTION

Cloud computing is an advance new technique,
that uses higher computational power and improve storage
capabilities. Cloud computing is a new processing idea in
which computer processing is performed in the network, so
that users need not concern themselves with the processing
details. Cloud enables flexible computing which is
impossible with existing system. To preventing the system
from outside world, so that no one can damage or change
the system and system can serve its services continuously.

The most damaging aspect is the loss of data and
software. Some of sources for damaging or harming the
systems are computer viruses, computer hacking and denial
of service attacks, have become more common. Some of the
damaging aspects are intentionally performed by which the
system gets threatened. Any security mechanism
implemented for cloud must have some control on the flow
of the information passing out between the different
components of the system. Also the cloud is serving the
services out of distributed environment thus maintaining
their records for them are again a typical task.

The aim is towards providing more security and
robustness against the traditional breaches which practical
implementation of cloud is facing. Proving the data and
users security against its confidential and private
information concerns the major area of cloud working.
These intensions are kept in mind at the time of
implementing the suggested concept. Now, it’s the time to
show how better the approach can work while comparing
with their competitors. At the evaluation point of view the
approach seems to satisfy all the constraints of data
isolation and user access control. The work also applies
digital signature, encryption on the user data inside the
cloud and hence a complete security as a service can be
delivered to the cloud users.

It reduces the risk associated with the cloud based
outsourced environment. The most prominent approach is
to control the access towards each application along with
some of the traditional cryptographic approaches. Also the
control must be regularly monitored and verified against
each minute detail such as response time etc.

Now this dissertation implemented the proposed
concept which improves the secure sharing using cloud
computing. Now the question arises how to evaluate the
suggested approach. As it was only implemented for single
cloud thus for making the comparison it faces some
complexities. Also during this work no such practical
implementation of any other tool is made available during
the research. Still some factors which are showing the
effectiveness of the tool is covered here as analytics factors.
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Table 5.1: Registered Tenant Details and their Configured
Service Details

S. User Service | Cloud
No Tenant ID IP Address Role Name Tool

File
1 | 2777532722 | 1721622551 | MOUErate | g age | Aneka
User Demon

(FTP)
Moderate File Aneka

2 | 1242940967 | 172.162.255.14 Storage
User Demon

(FTP)
Moderate File Aneka

3 | 9735365537 | 172.162.255.25 Storage
User Demon

(FTP)
Moderate File Aneka

4 | 3654994807 172.162.255.7 Storage
User Demon

(FTP)
Moderate File Aneka

5 | 1136048230 | 172.162.255.46 Storage
User (FTP) Demon

Table 5.2: Token Generation Process statics on different

users

N86 Tenant ID Service Type SSSiIZ_e'(I'Ec;iI:s)n _(S.Qselr_letggg?l
Time (Mil. Sec.)

1| 2777532722 F”iFS;‘F’,r)age 50 664.235

2 | 1242940967 Fi"zFS;‘;r)age 38 165.245

3 | 9735365537 F”e(FS;‘;r)age 36 119.24

4 | 3654994807 F”e(FS;‘F’,’)age 40 155.321

5 | 1136048230 F”iFS;‘F’,r)age 45 425.98

The above table covers various factors towards
using secure sharing approach using Aneka cloud. The
system before completing its execution captures certain
details associated with user such as tenant id, user name,
service type and configured cloud tool. This approach is
developed as open APl which can be configured to various
cloud tools. For the sake of verifying the proof of concept
we have implemented the things on Aneka tool. As the
authentication and secure sharing is concerned the tool as
its first step generates the SSL token for identifying the user
exchanges based on selected service. The complete process
is following the SOA phenomenon hence the steps involve
similar structure.
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Graph 1: File Size verses Encryption Time
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File Size verses Decryption Time
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From the statistics of table, by comparing the
Aneka Services for resource allocation it is found dynamic
in nature. Getting the distributed control on the Mapper and
reducer somewhere the systems performance s
compromised but in terms of the security its robustness gets
highly increased. Aneka service gives Better performance
than any other existing tool for the same working scenarios.
Result shows that proposed approach performance based on
CPU and memory usage is better than other cloud service
providers working in similar areas.
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VII. BENEFITS OF APPROACH
(i) High end robust security based sharing
(i)  Hybrid approach for complete security

(iii)  Supports the redistribution of the data to a non-
trusted machine
(iv) Consistent operation and simultaneous read write

into a single file.
(v) Better management of replicated copies their

distribution and retrieval records, changes
detection and monitoring

(vi) Self destruction and lifecycle based data
sustainability for optimize storage

(vii) Fine Grained Access Control with Effective
Authentication

(viii)  Reduced vulnerability from attack planned to
destruct the privacy and security of the systems.

(ix) Synchronous operations

VIIIl. APPLICATIONS

= Sybil/False Identity Attack Detection/Removal

=  Automatic Removal approach manages the memory
utilizations.

= Improved privacy using message and chat removal
based on lifecycle factors.

= Online file and change management

= ERP and BI (business intelligence) software’s.

= E-commerce,

=  Retail sector

=  Transaction System

= Analytical Evaluations etc.

I’X. CONCLUSION

In spite of the fact that cloud computing has numerous
focal points, there are still numerous genuine issues that
need to be fathomed. The revenue estimation infers that
cloud computing is a guaranteeing industry. Yet from
another viewpoint, existing vulnerabilities in the cloud
model will increase the threats from programmers. As per
the investigation of data security and protection issues
above, it is relied upon to have a coordinated and
comprehensive security answer for addressing the needs of
guard top to bottom. We have evaluated the prototype of
the proposed work[17] on the basis of different
performance parameters and found satisfactory with further
scope of research in the domain area.
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